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1 1. [DKSF 59.0.0.11] BBegeHue

1.1 O yem 3TOT AOKYMEHT?

DTOT AOKYMEHT onucbIBaeT PYHKLMOHaIbHOCTb BCTpoeHHoro MO DKSF 59.0.0.11 ans yctpoiicts: NetPing
PWR40.

Yctpoiictea NetPing PWR40 co BcTpoeHHbIM MO Bepcum DKSF 59.0.0.11 noagepxunsatoT cregyoume
NHTEpdenchbl ynpaBieHus:

« HTTP (web-uHTepdeiic);
*+ SNMP vT;
+ HTTP AP,

OnuncaHne HacTpPoeK M NopsiAoK PaboThl C AaHHLIMU MHTEpPdeicamn ynpaBneHns npeeaeHbl B 3TOM
[IOKyMeHTe.

OnuncaHne pU3NYECKUX XapaKTEPUCTUK YCTPOIACTBA, Er0 3/IEMEHTOB YNPaBNEHUS U MHAMKALLMK, NOPSIA0K
NOAKNIOYEHMS YCTPOCTBA M BHELLHMX AATYMKOB NPVBEAEHbI B PYKOBOACTBE M0/ib30BaTess,

PyKOBO/CTBO NO/b30BATENS MOXHO U3yunTb No cebiike: NetPing PWR40, PykoBoacTBo nonb3osarens’.

1.2 OrpaHnyeHne oTBETCTBEHHOCTW N aBTOPCKOE NpaBo

WHdhopmauus, cogepxallascs B 3TOM AOKYMEHTE, MOXET ObITb M3MEHEHA NPoM3BOAMTENEM 6e3 Kakux-imbo
npegsapuTenbHbIX yBefoMIeHN. HECMOTPS Ha To, UTO 6bl/IM NPUIOXEHbLI BCE YCUNSA K TOMY, YTOObI
NHopmaLms, cogepxallascsa B 3TOM AOKYMEHTE, 6bl/1a TOYHA M He cofepxana ownbokK 1 onevaTok,
Npon3BoOANTENb HE HECET HMKAKOI OTBETCTBEHHOCTM 3a BO3MOXHOE MX HaM4une, a Takke 3a /iiobble
nocneacTBus, K KOTOPbIM MOXET NPUBECTY HaNn4me owmnbok B JaHHOM AOoKyMeHTe. MNpon3soguTesib He
HECET HMKaKoW OTBETCTBEHHOCTY 3a HE3aKOHHOE MCNO/b30BaHne AAaHHOIO YCTPOMCTBA 1 3a TO, YTO JaHHOoe
PYKOBOZCTBO, NocTaensieMoe 060pygoBaH/ne u NnporpaMMHoe obecneveHne He COOTBETCTBYHOT OXUAAHWAM
nosib30BaTe s U ero MHEHUIO O TOM, Iie U KaK MOXHO UCMNO/b30BaTh BbllLenepeyncrieHHoe. Bce aBTopckme
npaBsa Ha nocTasnisiemMoe 06opyL0BaHue, onNncaHHoe B faHHOM PyKOBOACTBE, NPOrpaMmMHOe o6ecrnedeHue,
BCTPOEHHOE B 060pya0BaHNe 1 (MNK) NOCTaB/ISIEMOe B KOMMJIEKTE C HUM, M CaMO PyKOBOACTBO NpuHaa/iexar
OO0 «ANneHTUC DneKTPOHUKC». bes npeasapuTeNbHONO MMCbMEHHOTO pa3peLLeHmns NpaBoobnagarens He
JornyckaeTca KonvpoBaHve, TupaxnpoBaHue, NepeBos Ha Apyrve A3blku JaHHOro pykoBoAcTBa. bes
npeasapuTenbHOro NMCbMEHHOTO pa3peLLeHns NpaBoobagaTesns He 4onycKaeTcsa KonMpoBaHue,
TUPaXNpoBaHUe, M3MEHEHNE, An3accemMb/IMpoBaHne NOCTaBASEMOro NPorpaMMHoOro obecnevenns. Ans
4yacTu NPOrpaMMHOro obecneyeHmns, NOCTaBASALENCS B UCXOAHbIX TEKCTax, 0O4HOBPEMEHHO NOCTaBnsAeTcA
OTAeNbHOE NNUEH3VMOHHOE cornalleHne, KOToOpoe onpenenseT NnopsoK ero UCrnosib30BaHnsa 1 Moaudmkauun.
Vcnonb3yemble B JaHHOM ONUCaHUN NHblE TOProBble Mapku NPUHAaAMNEXaT COOTBETCTBYOLLMM
npaBoo6nagartesnsim.

Pa3pa6oTuuK 1 NPou3BOAMTENb:

OO0 «AneHTUC DNEeKTPOHUKEC»

1 http://docs.netping.ru/dokumentatsiya-netping-pwr40/netping-pwr40-rukovodstvo-pol-zovatelya
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www.netping.ru?

sales@netping.ru®

2http://www.netping.ru/
3mailto:sales@netping.ru
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2 2.[DKSF 59.0.0.11] OcHoBHas nHcopmaums 06

YCTPOWCTBE

Ons nogkntoueH kK Web nHTepdoelicy ycTpoiicTBa pekomeHayeTcs ucnosb3osath 6paysep Chrome.

2.1 2.1.[DKSF 59.0.0.11] JaHHble no ymon4aHuio

Mms nonb3oBarens: visor
Maporsb: ping

Community read/write: SWITCH

IP-agpec: 192.168.0.100
Web port: 80
SNMP port: 161

2.2 2.2.[DKSF 59.0.0.11] OcHoBHast UHthopMaLmsa 06 ycTpolicTBe

OcHoBHas nHdopMalms 06 ycTpoiicTBe AocTynHa B 6noke «MHOPMALIVA» Ha cTpaHuue «TTABHAA» Web-

nHTepdeiica.

[ns koppekTHOro oTo6paxeHusn Bcex ctpaHul, Web-uHtepdpelica Baluero ycTpoiicTBa He06X0AMMO
Nonb30BaTbCA MHTEPHET 6pay3epom Google Chrome Bo BpeMs B3aumoaeincTBusi Co BCTPOEHHbIM

nHTEpgencom.

OEllAAd MHEOPMAITVMA

Mma ycTpoicTea

MNetPing IP PDU

MecTo YCTaHOBKM YCTPoACTEE

Moscow office

KOHTaKTHbl2 daHHLIe

support@netping

CepuiHEIR HomMep SH:88 89 220
MAC agpec 00:ff:d8:05:52:58
Mogenk yCTpoRCTES UniPing port
Bepcua MO vi.11
Bepowa annapaTHoi nnatdopMel v59.0.1

Bpema HenpepsiBHOWA paboTwl

@r. em. 8a. 84y. 1Im. 2lc.
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Nms ycTpolicTBa — NO3BOMSET pa3iMyaTb HECKO/IbKO OAHOTUMNHBIX YCTpoiicTB NetPing no umenu. Mims
oToGpakaeTcs Ha rMaBHOI CTpaHuLe, B 3arofloBke web-mHTepdpeiica n BKNOYEHO B yBeAOMNIEHMS. MoXeT
ObITb N3MeHeHO Ha cTpaHule «HACTPOWKW», gocTtynHo no (SNMP — .1.3.6.1.2.1.1.5.0).

MecCTO yCTaHOBKW YCTPOCTBA — ONMcaHne MecTa ycTaHoBKM ycTpoiicTBa NetPing. OTobpaxaeTcs Ha
rNaBHOI CTpaHuLe 1 B 3arofioBke web-nHtepdoeiica. MoXeT 6bITb U3MeHeHO Ha cTpaHule «HACTPOUKW»,
poctynHo no (SNMP - .1.3.6.1.2.1.1.6.0).

KOHTaKTHble [laHHble — KOHTaKTHblE AaHHble (kak npasuio, email) agMuHucTpaTopa. OTobpaxaeTcs Ha
rNaBHOW cTpaHuL,. MOXeT 6bITb M3MEHEHOo Ha cTpaHule «HACTPOWKW», gocTtynHo no (SNMP —
.1.3.6.1.2.1.1.4.0).

CepuiiHblii HOMEpP — YHUKasIbHbI NAEHTUGUKALMOHHBIA HOMEP yCTpoicTBa. [Lo/mKeH coBnagarb C HOMEPOM
Ha CTMKepe caMoro ycTpoiicTBa. CepuiiHblii HOMep YCTPOICTBa He MOXET GbiTb M3MeHeH (SNMP —
1.3.6.1.2.1.2.2.1.2.1).

MAC afipec — yHVKasbHbli1 naeHTudmkaTop ycTpoiictea B cetn (SNMP — .1.3.6.1.2.1.2.2.1.6.1).
Mogenb yCcTpoicTBa — HauMeHoBaHMe YCTPOICTBa A/151 BbiGopa NPOLUNBKM.

Bepcus MO — Bepcusi NporpaMmMHOro o6ecneyeHnsi ycTaHOB/IEHHOTO Ha YCTPOIACTBeE.

Bepcus annapartHoii nnatopMbl — annapatHasi peBu3uns yCTpoiicTBa.

Bpemsi HenpepbIBHOI pa6oThl — BpeMs, NpoLLellee co cTapTa ycTpoiictea (BO3MOXHO uTeHne no (SNMP —
.1.3.6.1.2.1.1.3.0).

2.3 2.3.[DKSF 59.0.0.11] PecTtapT NpoLLUMBKM YCTPOICTBA.

PecTapT NpoLUNBKM MOXHO BbINO/THUTbL ABYMSI CNIOCO6GaMu:
1. Be6-uHTEpdheiic:
Ha rnaBHOIi cTpaHuLe YCTPOICTBa, B HUXKHEN YacTu nHTepdeiica pasgen «BbiNnonHUTbL Nnepesarpysky»:

Heo6xoauMo NocTaBuUTb Fa/1I0uKy Y HaxaTb KHOMKY «RESET».

BEHIOONHNTE NepesSarpyskKy

| [lepeaarpyanTh |

Mpu HaxxaTum Ha KHoMKy «pogomkuTb» )entele ceetogmoabl CPU y noptos Ethernet MurHyT Heckonbko pas,
1 NpoLUMBKaA Nepesanyctutcs. Bpems HenpepbiBHOM paboTsl ycTpolicTBa copocutes B 04 04 Om Oc.

2. SNMP Set komaHAb!:

OID Vimsa Tun JocTtyn Onucaxune

2. [DKSF 59.0.0.11] OcHoBHast UHdopmaLms 06 ycTpoiicTee — 7
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.1.3.6.1.4.1.25728. | npSoftReboot Integer READ/WRITE MporpammHbIii
911.1.0 nepesanyck
NPOLUMBKM NpU
3anuncy 3HayeHus
«1» (aHanor
nepesarpysku
yCTpoiicTBa yepes
web-uHTepdeiic).

.1.3.6.1.4.1.25728. | npForceReboot Integer READ/WRITE HemepieHHbIi
911.3.0 NPVHYAUTENbHbIN
pecTtapT

MPOLUMBKA Npw
3anucum 3HauYeHus
«T» (c6poc
npoueccopa, kak
NPV BK/IOYEHUN
NUTaHus).

2.4 2.4 [DKSF 59.0.0.11] CucTeMHbIi XypHas ycTpolicTBa

CrtpaHuua «KYPHA/» web-nHTepdeiica otobpaxaeT paboTy ycTpoiicTBa. B XypHasne B XpOHO/I0rMYyeckom
nopsiake dMKCUpyrTCS CObbITUA YCTPOICTBa. BCce CO0bLLEHMSA XypHaia Ayb6nnpyoTcsi N0 NPOTOKOY
SYSLOG, ecnn B HacTpoiikax ycTpoiicTea 3agaH IP-agpec SYSLOG-cepsepa.

CUCTEMHBIN XXypHa pacrnosioXeH B 3HEProHe3aBNCUMON NamATh. B XypHasne xpaHaTcsa npumepHo 220-350
nocnegHux coobueHnin. Bce coobLueHms nepesanncbiBaloTCA Mo KOsbLy, TO eCTb CaMoe CTapoe CoobLeHne
B XXYpHasie nepe3anncbiBaeTcs HOBbIM.

MepBasi MeTKa BpeMeHu B XypHasie npuHumaetcs pasHoii 01.01.70 MH 00:00: 00.UTC. Ecnn B HacTpoiikax
ycTpoicTBa ykasaH IP-agpec NTP-cepBepa, yCTPONCTBO OyAEeT NbiTaTbCs NOAYYUTb TOUHOE BPEMS 1 B C/lyyae
ycrnexa CUHXPOHU3MPYET CBOW BHYTPEHHME Yachl C TOYHbIM BpeMeHeM. [locne CUHXPOHN3aL N BpeMEH B
XYpHasie NosB/ATCA ABE 3anucK, OTpaxalolwye ckavyok BpeMeHU Npu nepectaHoBKe YacoB Ha TOYHOe
Bpemsi.

[naBHag HacTpoliku Pacmycanme CTopox E-mail KypHan

AYPHAJI COBBITHH
84.86.2022 ©2:83:38 CoxpaHeHMe HacTpoeK yCTpoWCTEa
84.86.2022 @1:37:59 CoxpaHeHWE HacTpoeK YCTPoOHCTEA
84.86.2022 ©1:37:56 BrnwyeHa Harpyska vepes seb unTepdeic
94.86.2022 @1:37:82 CoxXpaHeHWe HacTpoexk ycTpoHcTEa
94.86.2022 @1:37:82 CoXpaHEHWE HacTpoeK yCTpoHcCTEa
94.06.2022 01:37:82 CoXpaHeEHWE HAacTpoeK yCTpoHCTEa
84.86.2022 ©1:32:40 MpowsBeAeH UMNyNbcCHBA cCBpoc Harpysku depes Beb uHTEpdeic
84.86.2022 ©1:32:36 Brkrwuena Harpyska Jepes seb uHTepdeidc

2. [DKSF 59.0.0.11] OcHoBHast uHdhopmaLms 06 ycTpoiicTee — 8
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3 3. [DKSF 59.0.0.11] Ba3oBble HACTPOWKM

3.1 3.1.[DKSF 59.0.0.11] Imsi, MeCTOHax0oXAeHNe N KOHTaKTHble
[aHHble YCTPONCTBa

OBIAA MH$OPMAIIMA

WMmA ycTpoicTEa | MetPing IP PDU |
MecTo yCTaHOBKW YCTPORCTEA | Moscow Dfﬁce|
KOHTaKTHbIE AaHHLIS | support@netping |

Nms ycTpolictBa — umsa ycTpoicTea. MNo3BoNsAeT pasimuarb HECKONbKO OAHOTUMNHbLIX ycTpolicTB NetPing no
nmeHn. Vima oTobpaxaeTcs Ha rnaBHOI CTpaHuLe 1 B 3arosioBke web-uHtepdelica, B email ysegomnerHun B
none «OT:», B OCTa/IbHbIX yBeJOMeHUsX U AocTynHo no SNMP — sysName. Mo ymonyaHuio: DKSF 59.

MecToHaxoxaeHue ycTpoiicTBa — onucaHme MecTa ycTaHoBku ycTpoiictea NetPing. OTobpaxaeTcs Ha
rNaBHOW CTpaHuULEe U B 3aronoeke web-nHtepdpeiica, goctynHo no SNMP. Mo ymonyaxuio: Moscow office.

KOHTaKTHble JaHHble — KOHTaKTHblE AaHHbIe (kak npasuio, email) agMuHucTpaTopa. OTobpaxaercs Ha
rnaBHo cTpaHuue 1 goctynHo no SNMP. [1o ymondaHuio: netping.ru.

rocne ycTaHOBKY BCEX TPEGYEMbIX HACTPOEK HAXKMUTE KHOMKY «COXPaHWUTb» B HKHE YacTy CTpaHuLbI.

Takke MOXHO HacTpouTb 3aTK napameTpbl nocpeactsoMm SNMP Set komaHa:

oID Nmsa Tvn Aoctyn OnucaHue

1.3.6.1.2.1.1.50 | sysName DISPLAYSTRING READ/WRITE | Wms ycTpoiicTea.
(SIZE (0..255))

.1.3.6.1.2.1.1.6.0 sysLocation DISPLAYSTRING READ/WRITE MecToHaxoxaeHu
(SIZE (0..255)) e ycTpolicTBa.

.1.3.6.1.2.1.1.4.0 sysContact DISPLAYSTRING READ/WRITE KOHTaKTHble
(SIZE (0..255)) [JaHHble.

Mpwv coxpaHeHun HaCTPOEK, MPOVCXOAMT Nepesanyck ycTPoicTea u web-uHtepdelic KpaTkKoBpeEMEHHO
CTaHOBUTCSI HEOCTYMHbIM.

3. [DKSF 59.0.0.11] BasoBble HACTpOiikm — 9
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3.2 3.2.[DKSF 59.0.0.11] HacTtpoliku cetu

HACTPOMKA CETH

Hcmoaszoeate DHCP gna nasuagensg [P agpeca [

IP azpec | 192.168.0.100 |
Macka nogceTH | 255.255 2550 |
1m0z | 192.168.0.1|
DNS cepeep | 192.168.0.1 |
Anpec gmg mocerikE Trap coobImeHHHE | 0.0.0.0 |
ITopt HTTP cepeepa | a0 |
[Topt SNMP arerrta | 161 |
Ilopt ons otnpasxs TRAP | 162 |

Wcnonb3osatb DHCP ans HasHaueHus IP agpeca - yek-60Kc, Npy akTMBaLMn KOTOPOro YCTPOMCTBO A0/KHO
nonyyartsb IP agpec, macky u w3 oT DHCP cepBepa B ceTu. o yMOn4YaHuIo: He aKTUBEH.

IP-agpec — none 4n1a ycTaHOBKU Un n3meHeHus IP-agpeca yctpoiictea. o ymonyanuio: 192.168.0.100.

Macka nogcetv — nosne Ans yCTaHOBKW UM U3MEHEHUSI MacKu NOACETK, B KOTOPOIA HaxoasaTcs
ycTpoiicTa. Mo ymonyaHuw: 255.255.255.0.

Lnto3 — none 4ns yctaHoBkM unu nameHeHus IP-agpeca wnto3a. 3HaveHne 0.0.0.0 o3HayaeT, 4To W3 He
3alaH 1 NakeTbl AN ApYrMx NoACeTel He 6yayT oTcblnaTbesa yCTpoiicTBOM. [0 ymonyanuio: 192.168.0.1.

DNS-cepsep — nose g/1a yctaHOBKU Unu nameHeHus agpeca DNS-cepsepa. 3HayeHune 0.0.0.0 o3HavaerT, uTto
DNS-cepBep He 3aaaH, yCTpoiicTBo He 6yaeT nocbinatbe DNS-3anpocsl. Mo ymonyaxuio: 0.0.0.0.

Mpu ncnons3osaHny DHCP ana HasHauyeHus IP agpeca DNS cepBep He BbICTaB/SET aBTOMATUYECKU afpec..
Appec DNS cepsepa Heo6xoaMMO 3afaBaThb BPYUHYIO COrlacHO HacTpoiikam Balueii cetu.

Mopt HTTP-cepBepa — none gns ycTaHOBKM HOMepa nopTa, Ha KOTOpoM web-cepBep 6yaeT oxumaaTtb
BXoAsLLmMe nogknoyeHus. o ymonyanuto: 80.

Mopt SNMP-areHTa — none ans yctaHoBkn Homepa UDP-nopTa, koTopbliit cnywaet SNMP-areHT. Mo
ymonyaHuio: 161.

MopT ans otnpaskn TRAP — none ansa ycraHoBkn Homepa UDP-nopTa, Ha KOTOPbI 0TNpaBAstoTcs
TRAPSs. [1o ymonyaHwuio: 162.

YCTpoiicTBO BYAET OTNPaBNATL HA afpec LL03a Ntobble cxoaslme nakeTsl. NoaToMy crieayeT npaBu/ibHO
ykasartb IP-afipec wnto3a, ecn He06XxoAMMOo paboTaTh C YCTPONCTBOM U3 APYrUX NOACETEN.

Mocne BHECEHWS HACTPOEK U/ KOPPEKTMPOBOK HEOBX0AMMO Nepes3arpy3nTb YCTPOUCTBO, YTOGLI M3MEHEHNS
BCTYNWN B CUSTY.
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3.3 3.3.[DKSF 59.0.0.11] HacTtpolikn goctyna

HACTPOMKA HOOCTYIIA

Mz noaszopatens | visor |
ITapoms |
Community = |
Community write |

IMsi nonb3oBaTtens — nose AN yCTaHOBKN UM M3MEHEHUS UMEH MONb30BaTeNs Npy A0CTyne K YCTPOWCTBY
yepes web-uHTepdeiic. JonycTMbl 6yKBbI TATUHCKOMO andasuTa, 6yKBbl KUPUIIMYECKOTO andaBnTa,
LMPbI M HEKOTOPbIE creLl. CUMBO/bI. MakcMMasibHbIii pasmep — 16 CMMBO/OB. [10 YMOIYaHWIO: ViSO,

Maponb — nosne Ans yCTaHOBKM UM U3MEHEHUS1 Napo/is Mo/1b30BaTess Npu AOCTyNe K yCTPONCTBY Yepes
web-nHTepgeiic. JonycTnMbl GyKBbl NaTUHCKOTO anidpaBuTa, 6yKBbl KUPUAIMYECKOro andiaButa, unudpsl 1
HeKoTopble creL,. CMMBOSbI. MakcMMasibHbI pasmep — 16 cmBosioB. [1o ymonyaHuio: ping.

Community uTeHns — HacTpoiika Community Ana YTeHNs AaHHbIX U3 YCTpoicTBa No npoTokony SNMP.
MakcumanbHbIi pasmep — 16 cumBonoB. Mo ymonyanuto: SWITCH.

Community 3anucm — HacTpoiika Community Ans 3anyMcy gaHHbIX B YCTPOWCTBO MO npoTokosay SNMP.
MakcumanbHbIi pasmep — 16 cumBonoB. Mo ymonyanuto: SWITCH.

3.4 3.4.[DKSF 59.0.0.11] Otnpaska SNMP TRAP

SNMP TRAP

Anpec n1% nocslTkH Trap cooOmeHHH | 192.168.0.152 |
Tlopt SNMP arenTa |1B2 |

Agpec /18 nocbUkM Trap-coobLeHni — none N5 yCTaHOBKM UM 3MEHEHNs NepBOro apeca, Ha KoTopblit
6yayT otnpaBnATbcss SNMP TRAP-coobLleHus. JonycTUMO ykalaHue kak IP-agpeca, Tak U JOMEHHOTIO
nmeHu. Nyctoe nosne o3Ha4vaet, 4yTo SNMP TRAP-coobLeHus oTcbinaTbes He 6yayT. [10 ymonyaHuto: agpec
He 3aaH.

MopT — none Ans HacTpoliki nopTa (419 KaxXA0ro aapeca), Ha KoTopblit 6yayT otnpaBnsTscst SNMP TRAP-
coobueHus. Mo ymonyanuio: 162.

Cob6bITKs, N0 KOTOpbIM OTNpasnsaoTcs TRAP cooblieHus ykasaHbl B pasgene 5.2 gaHHOro pykoBoAcTBa

3.5 3.5.[DKSF 59.0.0.11] Syslog

HACTPOMKA SysLog

Anpec cepeepa SysLog coobmenni | 0.0.0.0

B pasgene «SYSLOG» MOXHO HacCTPOUTb:
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Agpec SysLog coobueHunin — IP-agpec SYSLOG-cepBepa; XXypHan ycTpoicTea 6yaeT NOSHOCTLHO
ayonuposatbest Ha SYSLOG-cepsepe;

CobbITusi, N0 KOTOPbIM ByAYT OTNPaBASATLCS COO6LLEHUS, 3a4al0TCs Ha APYrnX cTpaHuuax web-nHtepdelica
YCTpOWCTBa.

3.6 3.6.[DKSF 59.0.0.11] HacTpolika BpeMeHu

HACTPOMKA BCTPOEHHEIX UACOB

Texymas zara: [ 5102023
Texymee speya: [ 11:20:42|

NTP ceprep 1 | ntp2.ntp-servers.net|
NTP cepsep 2 | ntpd_ntp-servers net|
Yacozoit nosc UTC:-12..+12 T 3]

Bcero moxHo 3aaatb Ao aByx NTP-cepBepoB. Ecniv nepsbiii NTP-cepBep HeOCTYNEH, yCTPONCTBO
NonbITAeTCA CUHXPOHU3MPOBATL BPEMS C NMOMOLLbIO BTOPOr0. KOPPEKTHOCTb HACTPOWKN MOXHO NPOBEPUTH
nyTeMm reHepaummn cobbITUSA CUHXPOHM3ALMM BPEMEHN U MPOCMOTPA 3TOr0 COOLITUS B XXYpHasie yCTpoiiCcTBa
Ha cTpaHuue «KYPHA/».

Tekywas gata — nose 415 NPOCMOTPA 1 HACTPOIKN TekyLleli AaTbl.

TekyLee BpeMs — nosie 4718 NPOCMOTPa U HAaCTPOWKM TEKYLLLEro BPEMEHMU.

NTP-cepeep 1 — HacTpolika IP agpeca nepsoro NTP-cepsepa. 1o ymonyaHuio: ntp2.ntp-servers.net
NTP-cepsep 2 — HacTpolika IP agpeca BToporo NTP-cepeepa. 1o ymonyaHuio: ntp4.ntp-servers.net

Ecnn B HacTpoiikax ycTpoiicTBa ykasaH IP-agpec NTP-cepBepa, yCTpONCTBO 6yAeT MbiTaTbCa NOMyUnTb
TOYHOE BPEMS 1 B C/lyyae ycrnexa CMHXPOHU3MPYET CBOW BHYTPEHHME Yachl C TOYHbIM BPEMEHEM.

YacoBoiil Nosic — HacTpolika JIOKasTbHOro YacoBoro nosica. Mo ymonyanuto: UTC+03.00.

3.7 3.7.[DKSF 59.0.0.11] ¥YnpaBneHue HacTpoiikamu
YIIPABJIEHME HACTPOMKAMM

| CoxpaHWTe HACTPOWEM |

| 3arpy3nTe HACTPORKKM NO YMONYAHKMKD |

| Jarpyzka pexuma obHoeneHwua [0 |
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CoxpaHuTb HACTPOIKM - KHOMKa 4715 COXpaHeHWs1 HACTPOEK NOC/1e X KOPPEKTUPOBKN. Mocne HaxaTus
NHTEepdenc ycTpoiicTBa CTaHOBUTCS BPEMEHHO HEAOCTYMEH.

3arpy3nTb HACTPOIiKM MO YMOM4YaHuUio - c6poC YCTPOCTBA K 3aBOACKMM HacTpoiikam (cMm. pasaen 2.1 AaHHoro
PYKOBO/ICTBA).

3arpyska pexuma o6HoeeHust MO - nepeBog, ycTpolicTBa B pexxum o6HoeneHus MO (nogpobHee B pasgene
8 AaHHOro pyKoBO/ICTBA).

3.8 3.8 [DKSF 59.0.0.11] YnpaBneHue HacTpoiikamu
VIIPABJIEHME HACTPOMKAMM

| CoXpaHUTe HACTPOMEM |

| 3arpyzMTe HACTPORKKW NO YMONUYaHKUKD |

| Jarpyska pexuma obHoeneHmA 10 |

CoxpaHnTb HACTPOLiKM - KHOMKa [/191 COXPaHeHWs! HACTPOEK Moc/ie NX KOPPEKTUPOBKM. Mocne HaxaTus
nHTeppeiic ycTpoicTBa CTaHOBMTCSA BPEMEHHO HELOCTYMEH.

3arpy3nTb HACTPOMKM N0 YMOJIYaHMIO - COPOC YCTPOICTBA K 3aBOACKUM HAcTpoikam (cM. pasgen 2.1 JaHHoro
PYKOBOACTBA).

3arpyska pexuma o6HosreHus MO - nepeBog, ycTpolicTBa B pexum o6HoeneHus MO (nogpobHee B pasgene
8 JlaHHOro PYKOBOACTBA).
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4 4. [DKSF 59.0.0.11] YnpaBneHue po3eTKoii

4.1 HacTpoika pexnma paboTbl PO3eTKu

OcyuiecTensetcs Ha cTpanuue «<HACTPOMKM»

HACTPOWKA VIPABJIEHMS HATPY3KOM

CoobmeRne NpH BKTIO9EHHH HATPY3KH | Power swich ON ‘

CoobImense NpH BEIKTIONEHHN HATPYSKH | Power swich OFF |
HACTPOHKH YIIPABEHHA:
JantenesocTs copoca 1-900c
Tpmaoe ynpasresme (BKJL - Harpyska B poseTke EKTIONeH) ®
Hueeprrpoeassoee ynpaetcsre (BKII - Harpyska B poseTke ERIKTHOMCHA)

Coob6LueHne Npy BK/TYEHUN Harpy3kn — TEKCTOBOE CO06LLEHMe, KOTopoe ByAeT BK/IIOUEHO B YBEAOMIEHUS O
BK/IIOUEHUN Harpy3ku. Mo ymonuanmio: Power switch ON (nogaepXuBaeTcsi TO/IbKO TEKCT Ha natuHuue ao 31)

Coob6LueHne Npy BbIK/IHOYEHMUN HArpy3kM — TEKCTOBOE COOOLLEHNE, KOTOPOe 6yAeT BKIHHYEHO B yBEAOM/IEHUS
0 BbIK/IlOUYEHNUM Harpy3ku. Mo ymonuaxuio: Power switch OFF (noaaepxmBaetcs To/bKO TEKCT Ha NaTuHuLe
no 31)

HacTpolikn ynpaenexus (pexum paboTbl pO3ETKN):

«  [nuTenbHocTb c6poca - BpeMs A/IMTENIbHOCTM PyYHOTo UMnysibca unv uMnynbca no SNMP (He
pacnpocTpaHsieTca Ha "CTOPOXX")

+ [psAmoe ynpasfieHune - Npu 10rM4eckoM BKIoUeHUn BHyTpy MO npoucxognt dmsmyeckoe
MOAKNIOYEHME HArpy3kn K paboyeit cetu

*  VIHBEpPTUPOBAHHOE yrpaB/ieHNe - NPK S1I0rMYeckoM BKIoUYeHUN BHYTpY MO nponcxognt dusmyeckoe
OTK/II0YEHNE Harpysku ot paboueii cetu

4.2 YnpaBreHne po3eTKomn

OcyuecTBnsaetca Ha cTpaHuue «[JIABHAA»

VIPABJIEHAA HAT'PY3KOH

Texylwee coctoaHne Pawer swich ON
BrmounTb Koy | BKn |
BbIKIOUMTD KoY | Bbikn |
BbifaTb MMMY/bC BKMKOYEHUSA [ vmnBicn |
BbifaTb MMMY/bC BbIKMIOYEHUSA | vmn Bk |

Tekylliee COCTOsIHME — TeKylllee COCTOSIHMUE PO3ETKM.
BKMOUNTB K/IHOY — BK/IKOYEHME PO3ETKM.
BbIKMOUNTb K/THOY — BbIK/IOYEHUE PO3ETKU.

BblgaTb MMMy/bC BK/OYEHNS — KpaTKOBPEMEHHOE NPOrpaMMHOE BK/IHoUeHME pPo3eTku (Ha ocHoBe crnoco6a
ynpaBneHnst NPon3oiaeT pusnmyeckoe BKIOUYEHNE UMW BbIK/TIOUEHME).

BblgaTb MMMY/bC BbIK/OUYEHNS — KPAaTKOBPEMEHHOE NPOrpaMMHOE BbIK/IOUEHME PO3eTKM (Ha OCHOBE
crnoco6a ynpasneHnsi NPou3oiiaeT usnyeckoe BbIK/IIOUEHNE UIN BKKOUYEHNE).

4. [DKSF 59.0.0.11] YnpaeneHue posetkoii — 14



Netping, WIKI - (v1) NetPing PWR40, OnvicaHune BcTpoeHHoro MO

[151 KOPPEKTHOrO ynpaB/ieHnsi Harpy3Kol Bce AeicTBUS Heo6X0AMMO BbIMOMHATL B UHTEPHET Bpay3sepe
Google Chrome. MNpwu ncnonb3oBaHun Apyrix 6pay3epoB BO3MOXHO NOBTOPHOE cpabaTbiBaHWe KOMaHAbl BO
BpeMsi 06HOB/EHMS CTPAHULLbI.

4. [DKSF 59.0.0.11] YnpaeneHue posetkoii — 15



Netping, WIKI - (v1) NetPing PWR40, OnvicaHune BcTpoeHHoro MO

5 5. [DKSF 59.0.0.11] Noaaepxka SNMP npoTtokona

Yctpoiicteo nogaepxmeaeTr SNMP v1 npotokon. SNMP TRAP yacTuuHo B v2.
MogpobHee o npoTokosie SNMP MOXHO npounTaTb No CCblsikam:

+ http://ru.wikipedia.org/wiki/SNMP
+  http://www.SNMP.ru/doku.php*

Moaaepxveaemble ycTpoiicTBamm OID MOXHO HaliTn B MIB-thaiinax Ha cTpaHuuax onMcaHus ycTponcTs B
pasgene «[lokymeHTaums n aisnbi».

YcTpoiicTBa NoaaepX1BatoT:

* yTeHue OID npu nomowy 3anpocos Get, Get-Next no npotokony SNMP v1;
+ yCTaHOBKy 3Ha4eHuin OID npu nomoum komaHael Set no npotokony SNMP v1;
+ otnpaeky TRAP-cO06LEHWI MO COOLITUAM.

B 6nore komnaHum NetPing MOXHO 03HaKOMUTBLCA CO CTaTbei «[Ipumep YTeHUS 4aTUMKOB OT YCTPONCTB
NetPing no SNMP npu nomowm iReasoning®».

5.1 5.1.[DKSF 59.0.0.11] Cnucok OID

[ns yno6cTBa BOCNPUATUSE PEKOMEHAYETCS UCNOMb30BaTh N060o1 yao6HbI MIB-6pay3ep, B KOTOPbI MOXHO
3arpy3utb MIB-chaiin ans Tekyweil NpoWMBKX 1 MOSTYYUTb AaHHbIE U3 TaB/ULbI HXKE B BUAE AEPEBA.

OID Vims 7 JocTtyn OnuncaHue

RFC1213

.1.3.6.1.2.1.1.1.0 sysDescr OctetString READ TekcToBoe
onucaxve
yCcTpoicTea

.1.3.6.1.2.1.1.2.0 sysObjectID OID READ Homep BeTku ¢
napameTpamm
ycTpoiicTBa
BCerga
«.1.3.6.1.4.1.2572
8»

4 http://www.snmp.ru/doku.php
5 http://www.netping.ru/Blog/primer-chteniya-datchikov-ot-ustrojstv-netping-po-snmp-pri-pomoshhi-ireasoning
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.1.3.6.1.2.1.1.3.0 sysUpTime TimeTicks READ Bpems paboTbl ¢
MOMeHTa
nocnegHero
BK/IIOUYEHUS Un
nepesarpysku

.1.3.6.1.2.1.1.4.0 sysContact OctetString READ/WRITE KoHTakTHble
[JaHHble, Kak
npasuno, email
afMuHMCTpaTopa

.1.3.6.1.2.1.1.5.0 sysName OctetString READ/WRITE JomeHHoe nms
ycTpolicTBa

.1.3.6.1.2.1.1.6.0 sysLocation OctetString READ/WRITE MecTtopacnosnoxe
HMe yCcTpoicTBa

.1.3.6.1.2.1.1.7.0 sysServices Integer READ JBonyHoe
npeactaBneHne
atoro OID
ABnseTcs
Habopom
nogaepXxunsaemMblix
cepBucoB. Becerga
«72», yCTPOWNCTBO
urpaet posb
KOHEeYHOro xocta

.1.3.6.1.2.1.2.1.0 ifNumber Integer READ KonunuecTBo
CETEBbIX
nHTepdeiicos
ycTpoiicTea
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1.3.6.1.2.1.2.2.1.1
N

ifindex

Integer

READ

VHTepdencHbIi
NHAEKC —
YHUKa/IbHOE
yncnao
naeHTurkaymm,
CBsi3aHHOE C
PU3NYECKUM UIn
JI0rNYeCKmM
nHTepdeiicom.
[ns 6onbliei
yacTtu
NporpamMmmHoOro
obecneyeHuns
iflndex — ato
Ha3BaHue
nHTepdpeiica

.1.3.6.1.2.1.2.2.1.2

ifDescr

OctetString

READ

CTpoka,
cogepxalas
nHdopmaumo 06
nHTepcpeiice. B
CTpoKe
conepxuTcs
Ha3BaHue
npovnssoanTens,
mMozenb
ycTpoiicTBa 1
Bepcus
annapartHoro
nHTepcpeiica

.1.3.6.1.2.1.2.2.1.3
N

ifType

Integer

READ

Twun ceTeBoro
nHTepdeiica
ycTpolicTBa

.1.3.6.1.21.221.4
N

ifMtu

Integer

READ

Pa3mep naketa no
CeTeBoMy
nHTepdeiicy.
Bcerga «1514»

1.3.6.1.2.1.2.2.1.5
N

ifSpeed

Integer

READ

CkopocTb
CeTeBoro
nHTepdpeiica.
Bcerpa
«100000000»

.1.3.6.1.2.1.2.2.1.6
N

ifPhysAddress

OctetString

READ

MAC-agpec
ycTpoiicTea
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NetPing MIB

.1.3.6.1.4.1.25728.

90.1.0

npTrapEmailTo

OctetString

READ

[NepemeHHas B
cocTaBe Tpanos.
Email, Ha koTOpbIit
nepecblnatTcs
coobLleHus ¢
NMOMOLLbHO
cepsuca
NnepecbIIKNn
Co00OLEeHNI
NetPing

.1.3.6.1.4.1.25728.

911.1.0

npSoftReboot

Integer

READ/WRITE

[porpammHas
nepesarpyska
yCTpoiicTBa npwu
3anMcu 3HaveHus
«1»

.1.3.6.1.4.1.25728.

911.2.0

npResetStack

Integer

READ/WRITE

MNporpammHas
nepesarpyska
ceTeBoro
nHTepcpeica npu
3anmcun 3HaveHus
«1»

.1.3.6.1.4.1.25728.

911.3.0

npForceReboot

Integer

READ/WRITE

HemepnneHHasn
NpUHyAuTENbHaNA
nepesarpyska
yCTpoiicTBa npwu
3anMcu 3HaveHus
«1» (c6poc
npoLeccopa Kak
npu BK/IOYEHUM
nuTaHus)

BcTpoeHHOe pene

.1.3.6.1.4.1.25728.

5500.5.1.1.1

npRelayN.1

Integer

READ

Homep pene
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.1.3.6.1.4.1.25728. | npRelayMode.1 Integer READ/WRITE Pexum paboTbl

5500.5.1.2.1 pene
JocTynHbl
cnegywoue
PEXUMBI;

0 — BbIK/1HOYEHO
1 — BK/IHOYEHO
-‘| —
nepekayeHne
Mexay

BbIK/TIOYEHO U
BK/TIOYEHO

.1.3.6.1.4.1.25728. | npRelayStartReset Integer READ/WRITE OID gnsa
5500.5.1.3.1 N NPUHYANTENBHOIO
KpaTKoBpeMeHHOr
0 BbIK/IIOYEHUS
pene. 3anucarb
uncno «T» gns
OTK/OYEHNSA
kaHasa Ha 15
CekyHz,

npv NpsIMoi
NONSPHOCTK
npouncxoauTt
dusnyeckoe
pasmblkaHue Ha
BpeMsi 3aaHHOE B
HaCTponKax
OINTENbHOCTY
nMnynbca

npu obparHoii
NONSPHOCTU
npouncxoauTt
hmsmyeckoe
3amblKaHne Ha
BpeMs 3ajaHHOe B
HacTpolikax
OMTEeNbHOCTY
nMnynbea.

.1.3.6.1.4.1.25728. | npRelayMemo.1 DisplayString READ MamsATKa pene
5500.5.1.6.1
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.1.3.6.1.4.1.25728. | npRelayFlip.1
5500.5.1.14

Integer READ/WRITE OID pnsa
nepektoyeHns
mMexay
COCTOSIHUAMMU
BbIK/THOYEHO U
BK/1IOYEHO.
3anucartb «1» ona
nepektoYeHS.

.1.3.6.1.4.1.25728. | npRelayState.1
5500.5.1.15.1

Integer READ Tekywee
COCTOfIHVE pere:
0 — pene
BbIK/IIOYEHO

1 — pene
BKJ/THOYEHO

5.2 5.2.[DKSF 59.0.0.11] SNMP TRAP

dopmansHoe onucadne SNMP TRAP-coobLeHunii MoXxHO HaliTn B MIB-thaiinax, npunaraembim K NpoLUnBKamM
YCTPOWCTB. VX MOXHO CkayaTb Ha CTpaHuuax calita ¢ onucaHmeM yCTpOCTB B pasaene «[lokymeHTaums un
daiinbi». SNMP TRAP-coob6LeHve nocblinaetcs B oopmare SNMP v1 M2, B To BpeMms kak onvcaHve B MIB-

harinax nmeet dpopmat SNMP v2c.

OpHo3HayHOe B3aMMHOe cooTBeTcTBUE naeHTndunkaymm SNMP TRAP-coo6LeHuii ans vl n v2 onncaHo B
RFC3584 «Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network
Management Framework». Mporpammbl gns 06pa6otkn SNMP-yBegomneHuid, kak npasunsno, 6e3
3aTpyAHEHWIT OCYLLECTBASAIOT KOHBEPCUIO MeXay AByMs chopmatamum.

5.2.1 SNMP TRAP npu nsmeHeHnun ctatyca BCTPOEHHOro pene

NpeHtndomkaums npRelayTrap

O6wwii Bug SNMP TRAP oT BCTPOEHHOrO pene

.1.3.6.1.4.1.25728.5500.6

snmpTrapOID npRelayTrap (SNMP TRAP-co06LLEeHMsI NPy U3MEHeHUK cTaTtyca pene)

PacLundpoBKy Tvna coobITUA 1 HOMEpPa KaHala MOXHO BK/IHOUUTb COOTBETCTBYHOLLMMN YeK-O0Kcamu B

Ananore HacTpoWKnN yBeAOMIEHWIA.

.1.3.6.1.4.1.25728.5500.6.100.n

Pene oTkntoueHo, rae n — Homep perne (Bcerga 1)

.1.3.6.1.4.1.25728.5500.6.101.n

Pene Bk/loUeHo, rae n — Homep pene (Bcerga 1)
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.1.3.6.1.4.1.25728.5500.6.102.n Pene nonyynnio KomaHay Ha U3MeHeHue
cocTosHuUs (Ha BK/OYEHWE/BbIK/IOYEHWE), rae N —
Homep pene (Bcerga 1)

.1.3.6.1.4.1.25728.5500.6.103.n Hauat c6poc pene, rae n — Homep pene (Bcerga 1)

.1.3.6.1.4.1.25728.5500.6.127.n O6wwmin snmpTrapOID ansa Bcex cobbITuiA, rae n —
Homep pene (Bcerga 1)

MepemeHHble B cocTaBe npRelayTrap (varbind list)

.1.3.6.1.4.1.25728.5500.3.1.0 Integer Howmep pene, rae n — HoMep
pene (Bcerga 1)

.1.3.6.1.4.1.25728.5500.3.6.0 DisplayString MamsaTtka pene

.1.3.6.1.4.1.25728.5500.3.15.0 Integer AKTya/lbHOe COCTOsIHME pese Ha
MOMEHT oTnpaBskm Trap-
CO06LLEHNS, BKMOUYEHO (1) nnm
BbIK/toueHo (0)

.1.3.6.1.4.1.25728.5500.3.19.0 DisplayString Bpewmsi cobbiTuA
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6 6. [DKSF 59.0.0.11] Noaaepxka HTTP API

pene

HTTP API

KomaHga Bbi3oB OtBet MpumeyaHne
Pene

3anpoc cocTosiHUA /relay.cgi?rN relay_result(‘error";

relay_result('ok’, 2, 1);

* nepBblii aprymMmeHT
Bcerga 'ok’

+ BTOpOW apryMeHT —
COCTOsiHVE pene

*  TPEeTuil aprymeHT —
MOMEHTa/IbHOe
COCTOsiHVE pene

YnpasneHue pene

/relay.cgi?rN=S

relay_result('ok’)
relay_result(‘error’)

MepekntoyeHve pene B
WHBEPCHOE COCTOsAHME

/relay.cgi?rN=S

relay_result('ok’)
relay_result('error’)

Pecer, nepekniwoyeHve
pene B NHBEPCHOE
COCTOAHNE Ha BpeMA

/relay.cgi?rN=F,10

relay_result('ok’)
relay_result(‘error’)
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7 7.[DKSF 59.0.0.11] BHyTpeHHsis1 nornka n asToMmaTtusaumsi.

YCTDOVICTBO NoO3BOJISIET peasin3oBaTh HE C/IOXKHbIE CLEeHapun aBToMaTtmlauumn 6narogaps BCTpoeHHOVI norunke
n Moaynam asToMatmnsaunin.

7.1 7.1.[DKSF 59.0.0.11] «<PacnucaHue»

HacTpolika pacnucaHus 4ocTynHa Ha cTpaHuue WEB-MHTepdieiica «PACINCAHVE».

CTATYC
JlokaneHoe BpeMA B yCTpoicTBe 20.11.2021 15:8:53
COBuWr NOKanbHOro BpeMeHu UTC 4
CuHxpoHM3aLma
CraTtyc NTP EpemMeHi no NTP

EbiNONHEHa

JNokanbHoe BpemMA B yCTpOVICTBe — NOKa3blBaeTCA Tekylimne gaty n BpemMs.

CABUr NI0KaNIbHOTO BPEMEHM — 4acoBoii nosc. KoHdurypupyetcs Ha ctpaHuue «HACTPOWIKI» web-
nHTepcpeiica ycTpolicTa.

Ctaryc NTP — oTtobpaxaeT cTaTyc CMHXPOHM3aLK BpEMEHW N0 NPOTOKOTY NTP. Agpeca NTP cepsepoB
KoHpurypupytotcs Ha ctpaHuue «<HACTPOUKW» web-nHTepdpeiica ycTpoiicTea.

HACTPOMKA
BrniounTe pexiis 'PacnvcaHue’ ]
CocToAxWe pene npw cBoe YCTAaHOBKKM Yacoe | HMriopuposate choit |
OWwKbKa HACTPORKK BpeMeHM OTCYyTCTBYET

BkniounTb pexum "PacnucaHne" — BKIOUEHME/BbIKIKOUYEHNE paboTbl pacnuncanns. 1o ymonv4aHui: noae
nycToe

CocTosiHve pene npu cboe ycTaHOBKM YacOB — COCTOsIHME pene npu c6oe CMHXPOHM3auun Bpemermn no NTP,
BO3MOXHble 3Ha4YeHust: IrHopupoBaTtb c60ii, Bk NOCTOSIHHO, BbIK/ NOCTOSAHHO. 10 yMOAYaHUIO:

WrHopupoBaTtb CH0M.
OwunbKa HACTPOMKN BPEMEHN — HaNMUmMe OLWNGKM CUHXPOHM3aLmm no NTP.

MPVUMEHUTL U3MEHEHUS1 — NPUMEHeHNe HacTPOEK.
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HEIEJBHOE PACCIIMCAHME

Taiim cnoT Ne1 Takm cnoT N22 TakiM cnoT N23
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| ﬂpHMeHMTb W3MeHeHWUA |

B pasgene «HegenbHoe pacnucaHue» 3a4aétcsa pacnucaHve anas ynpasneHus pene. Ana Kaxgoro gHA
HeLenn MOXHO CKOH(OUIYpMpPOBaTh LLECTb UHTEPBaUIOB BK/IHOYEHMWS/BbIK/IIOYEHWSA pene.

NHTepBan HauMHaeTcs Co BPEMEH BK/oUeHus pene (ctonbel, «Bk») U 3akaHUMBAETCA BpEMEHEM
BbIK/toUeHus (cTonbel, «Bblk/i»). Bpems ykasbliBaeTcs B oopmate «44:MM» B gnanaszoHe 00:00 - 23:59.
Bpemsa 4o/mKHO HapacTaTth c/ieBa HanpaBso: B MHTEpBasie BpeMs BK/II0YEHUA A0/HKHO HacTynartb paHbLue
BPEMEHW BbIK/IIOYEHWS, BPEMSA BK/THOUYEHUA B MHTEPBasle 2 [O/MKHO HACTYNaTh NMo3xe, Yem Bpems
BbIK/IIOYEHMS B UHTEpBasie 1. Auelikn MOXHO OCTaB/AaTb NyCTbIMU, NPW 3TOM cpaboTaeT cnegyowas
HenycTas siuelika. JonycTumMo, HanpumMmep, BKNKUYMTb pene B «MH» 1 BbIKAUNTb B «[1T».

Crtonbeuy, «Kak npea. AeHb HeZ.» NO3BOJSET B OAMH K/IMK NPUMEHUTL pacnuncaHne npeablayLiero gHs Ha
TeKYLWA AeHb, TEM caMbiM 06neryas KoHhurypmpoBaHme pacnucanus. [ns Toro, 4Toobl NPUMEHUTb
pacnucaHue npeablayLero AHs Ha TeKyLLMA, He0b6X0ANMMO YCTaHOBUTb COOTBETCTBYHOLMNIA YEK-OOKC.

Mocne ycTaHOBKM BCeX TpebyeMbIX HACTPOEK HEOBXOANUMO HaxKaTb KHOMKY «[TPUMEHNTb N3MEHEHWSI».

PacnncaHve nogeneHo Ha 6510ku, rae ucnosnb3yetcs no 3 Taiim criota. Heo6xoaMMo NPUMEHSITb U3MEHEHMS B
KaxkaoMm 6110Ke OTAENbHO.

B cnyuae, ecnv 3anonHUTL BCe G/10KM cpasy U HaxkaTb "TIpUMEHUTb U3MEHEHNS" COXPaHSTCS HACTPONKM
TO/MbKO B NepBOM G/10Ke.

Kak B
Taim cnoT N21 Taiim cnoT N22 TaiMm cnoT N23 llﬁ'i
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" [ ol [ ol | [ ol
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CTpokm «[M1», «M2», «M3» NO3BOMIST 3a7aThb CrelpanbHoe pacnucaHns ans npasgHuyHbIX aHeld. Mpuesika
3TUX PacnuncaHuin K Npa3gHMYHbIM AHSM OCYLLECTBASIETCS B pazaene «[ogMeHa npasaHuKoB».

NOIMEHA NPA3IHMKOB

ﬂa1a|,ﬂ"q.MM.l'l'Fl' DHM.MM.I’I’I’V’ m”,ﬂ,ﬂ.MM.I’I'I'I' n||,ﬂ,,q.MM.!’l’l’l’ DHM.MM.I’FFF D|
MH MH ~ MH v MH w MH
Moam.

Pazgen «MogmeHa npa3gHWKOB» NMO3BO/ISET 3a1aTh 0C060€e pacnucaHue Ana NnpasaHUYHbIX JHeRr, Nn6o
npuBsA3aTh pacnucaHune n6oro paboyero AHSA K NpasgHUYHOMY [HI0. B namsiTb YCTPOCTBA MOXET 6bITh
COXpaHeHO [10 AeCSTW NPa3aHUYHbIX AHEI.

B cTpoke «[ata» ykasblBaeTcs fara npasgHUYHoro AHA B popmare «a4.Mm» B gnanasoHe 01.01 — 31.12.

B cTpoke «[MoaMeHa» ykasblBaeTcs pacnucaHue, kotopoe 6yAeT MCro/b30BaThbCs B 3TOT AeHb. BbinagatoLumii
CNUCOK NO3BOSIAET BblGpaTh cnegytolme sapuaHTbl: «MH», «BT», «CP», «YT», «[1T», «CB», «BC», «[M1», «M2>»,
«M3».

Mocne ycTaHOBKM BCEX TPEGYEMbIX HACTPOEK HEOGXOAUMO HaXaTb KHOMKY «[TPUMEHNUTL N3MEHEHUS».

lapaHTMpoBaHO cpabaTbiBaHNE pacnucaHns B Npegenax M1HyThbl - 3TO 03HaYaEeT, YTo pesie MOXeT
cpabaTtbiBaTh, K npumepy, B 10:00:55, a moxeT B 10:00:35.

Heponyctvmo ncnonb3oBaTtb (YyHKUMOHa "PacnucaHune” coBMecTHO ¢ chyHkumeld "CTopox" - B peaKmx
C/lyyasnx 370 MOXET BbI3BaTb OTK/IOUEHMEe paboTbl MOAYS SIOTUKK.

7.2 7.2. [DKSF 59.0.0.11] «CTOpOX»

«CTOpOX» — 3TO cheLunanbHas CyLHOCTb, KOTOpas NOCTOSHHO, C 3a4,aHHOW NEPUOANYHOCTbIO,
onpatuvBatotcsi ¢ nomouibto ping (ICMP Echo) ykasaHHble agpeca. B cnydyae oTcyTCTBUS OTBETA —
KPaTKOBPEMEHHBLIM MMMY/LCOM (M3MEHEHMEM COCTOSIHUS) pefie Uav NMHKM BBOAA-BbIBOAA (B pexume
«BbIXOf») BbINOMHSAETCS C6POC MUTAHNUSA NOAKMOYEHHOMO YCTPOICTBA MW HbIE AEeCTBUS.

[ns HacTpoiikn moaynsa «CTopox» HeobxoamMmo 3aliT Ha cTpaHuuy «CTOPOXX» web-uHtepdelica
ycTpoiicTBa:

HACTPOMKA PEKMMA CTOPOX

BHMOUMTE pexum 'CTopox’ lﬁ‘
BribpaTk KOHTpONMpYeMele aapeca A B C
IP agpecc KaHan A | 192.168.0.151 |
IP appecc KaHan B | 192.168.0.152 |
IP agpecc kaHan C | 192.168.0.153 |
CueTumk cOpOCOB KaHana (oGHYNASTCA NpW NEpesarpy3ke NpoLMBKW) 0

Mepuwog onpoca nuHroe 10-300c | 15 |
TafiMayT nepag NOETOPOM NMHra 600-9000 Mc |100[] |
MaKkcMMansHoe YMCno nepezanpocoe 8

AnuTensHocTs chpoca 1-900c 12

Mayza nocne cbpoca nepeg Bozo0HOBNEHMEM NUHIOB 1-3600C |15 |
OrpaHueHne Wucna uaywux nogpag cdpocoe 1-255 |0 |
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BkniounTtb pexum "CTopox" — paspelleHne moaento «CTopox» ynpaenaTh pene. Mo ymonyaxuo: OFF

Bbl6paTb kOHTpoIMpyemble agpeca A, B, C — Habop Yek-60KCOB, KOTOPbIE NO3BONAIOT MHAMBUAYAIBHO
yKasblBaTb afjpeca, yyacTeyrowme B onpoce. 10 yMONYaHuI: YeK-60KCbl HE YCTaHOB/EHBI.

Ecnv HY 0MH Yek-60KC He YCTaHOBNEH UK He 3afaHbl IP-agpeca 4n1a yCTaHOB/IEHHbIX Yek-60KCOoB, onpoc
BbINONHATLCA HE BYAET 1 pexunm «CTopox» 6yaeT hakTUUYECKN OTK/HOYUEH.

IP Agpec kaHana A (B, C) — none gnsi npocmoTtpa U MsMeHeHust afapecoB A/1s onpoca. Jonyctumo
ykasaHue Tosbko IP-agpeca. MOXHO CKOH(UIrypupoBatb A0 Tpex aapecos. [MycToe nosne oTko4aeT onpoc.

Mo yMOoN4aHuIo: afipec He 3a/aH.

CueTunk c6pocoB kaHana (06HyNsieTca Npu nepesarpyske NPOLUMBKM) — UHDOPMAaLIMOHHOE Nnose
nokasbIBaeT, CKO/MbKO pa3 KaHas 6bl1 nepesarpyXeH B pesysnbrate geictanii Mmogyns «CTopox». CHETUMK He
YUUTbIBAET KONIMYECTBO Nepesarpy3ok B «py4HOM pexume». COpOC cyeTymKa NponcxoauT Npu OTKIHEHUN
nutaHms yctpoictea NetPing.

Mepuog onpoca nuHrom, ¢ (10-300) — none Ans yCTaHOBKU MHTEpPBas1a BPEMEHM, KaK 4acTo NOBTOPSIETCS
onpoc. ViHTepBan cTporuii, To ecTb OT Havasia npegplayLLero onpoca Ao Havyana crefyowero, u He 3aBUcUT
OT BpPeMeHM MoslydeHnsa oTeBeToB. 10 ymonyanuio: 15 c.

Talim-ayT nepej NoBTopoM NuHra, mc (600-9000) — none Ansa ycTaHOBKM TaiiM-ayTa nepes, noBTOpeHnemM
nyHra. 3HayeHne fO/MKHO NPEBbIWAaTh XapakTepHoe BpeMs OTBETa Ha MUHT A5 JaHHOM CEeTU C HEKOTOPbIM
3anacom A5 UCKNKYEeHUs NOXHbIX cpabaTtbiBaHnii Moaynsi «CTopox». Mo ymonyaxuto: 1000 mc.

MaKkcMmMasibHOe UYKC/I0 Nepes3anpocoB — nosie 4151 YCTaHOBKM MakCUMasibHOrO YMc/ia NonbITOK Noy4YnTb
OTBET Ha «MWHI». EC/IM YnC/10 NOMbITOK McyepnaHo, IP-agpec cuntaercs «3amo/yaBLLnM». YKenaTesbHo,
4TOGbI NEepPMo, NOBTOPEHUS ONpoca NPeBbILLAs TaiM-ayT NMUHra, YMHOXEHHbIH Ha MakCMMasibHOe KO/IMYecTBO
NOMbITOK. EC/IM 3TO YC/I0BUE He BbINO/IHEHO, TO HOBBIN LMK onpoca GyaeT OT/IOKEH [0 3aBepLLEHUS
yKa3aHHOro yu1csia nomnbIToK. 1o yMonyaHuio: 8.

AnutensbHocTb c6poca, ¢ (1-900) — nose AN yCTAHOBKU BPEMEHN, HA KOTOPOE Perie MEHSIET CBOE COCTOsIHME
Ha NPOTNBONO/OXHOE. [10 ymMon4aHuto: 12 c.

May3a nocrne c6poca nepes BO306HOBNEHNEM NUHIOB, ¢ (1-3600) — none Ana yCTaHOBKW BPEMEHU, Ha
KOTOpoe npuocTaHaB/IMBaeTCsA 0Npoc nocsie 3aBepLieHns copoca. Mo ymonyaxumio: 15 c.

OrpaHuyeHune uncna nayumx nogpsig copocos (0 Bbik, 1-255) — none gns ycTaHOBKM umcna uayLmx
noapsia HeyaauHblx (6e3ycnellHbix) c6poCcoB, Mocsie KOTOPbIX (hYHKLMOHMPOBaHME «Harpy3ku» He
BOCCTaHaB/IMBAETCA 1 OTBETA Ha MUHT NO-NMPEXHEMY HET. DTO MOXET NMPOU30NTY Npu CTabubHOM OTKase
«Harpy3ku», HeBOCCTAHOBMMOM MyTEM OTK/IHOHYEHUA-BKIHOYEHNS NUTaHUSA. [py LOCTMKEHNUM IMMUTA NOBTOPOB
cbpocChbl NPUOCTaHaB/IMBAKOTCS, HO MEPMOANYECKMI ONPOC NUHIOM npogo/mkaeTcsi. COpochkl pa3b/oKMpyoTCs
npwv NoJsly4eHnn OTBETA Ha NUHT. [NprocTaHoBKa COPOCOB 1 BOCCTAHOB/IEHNE 0ObIYHOIO Nopsiaka pabdoTbl
nocsie oTBeTa Ha NUHT PUKCUPYIOTCA B /1ore. 3HaveHne napametpa 0 oTkovaeTt orpaHnyeHme. Mo

yMoyaHuto: 0.

HACTPOMKA PEXVMMA BEIXOIA

Pmyse sxmosess (Mmymse mo cxese BKTLBBIKII-BKIT) o)
Hamyse sencmoserns (Mymyase mo cxese BHIKIL-BKIL-BBIKI) :

Vmnynbc BKIoYEeHUA — nMnynsc no cxeme BK/-BbIK/-BK/1

Vmnynbe BoIKIOYeHUA — nmnyssc no cxeme BbIKJ/T-BK/1-BbIK/1
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HACTPOMKA JIOTMKM YIPABJIEHMS

He oteersa xota 08I onEH onpameEeacyei agpec (A.B.C) ®
He oteetna Hu oquH B2 onpamueasMEx agpecok (AB.C) Q
He oreernn agpec A u ogus 1z B wm C )
He oreetna agpec A, ogHaro oteetHa B uau C

CoxpasHTE HACTPOHKH | Coxpanure |

HacTpoiika norvku ynpaeseHusi — onpeaensieT ycnoBue, Npy KOTOpoM GyeT BbINO/IHeHa nepesarpy3ka
NOAKMIOYEHHOrO YCTPOWCTBA K KNeMMam pere.

He oTBeTun xoTs 6bl 0AMH onpalumBaeMblii agpec (A, B, C) — noaknitoueHHoe ycTpoiicTBo Gyaert
nepesarpy>eHo, ec/im XoTs 6bl OAVH 13 aApPEeCcoB He OTBETW/I.

He oTBETU/1 HK OAIMH M3 onpaluMBaeMbix aapecos (A, B, C) — noak/ouéHHoe yCcTpoiicTBo 6yaeT
nepesarpy>eHo, TO/IbKO eC/iM BCE YKasaHHbIe A/18 onpoca agpeca He OTBETU/IN.

He otBeTun agpec A n oguH us B nnn C — noaknoyeHHoe YCTPOCTBO ByAeT nepesarpyXeHo, eciv He
oTBeTUN agpec A 1 Kakoii-nnbo n3 agpecos B unm C, nnn o6a B n C.

He otBeTun agpec A, ogHako otBeTun B nnm C — nogkntodeHHoe YyCTPORCTBO ByAeT nepesarpyXeHo TOMbKO B
TOM C/nyyae, ecnn He OTBETUN agpec A, ogHaKo 0bsi3aTenibHO 0TBeTW aapec B n/unu agpec C. To ecTb, ecnu
BCe ajpeca He OTBeYaloT, nepe3arpyska noAK/IYEeHHOMo YCTPOCTBA BbIMOHATLCS He ByAeT.

COXpaHUTb HACTPOIKM — COXPaAHEHWE HACTPOEK CTOPOXA.

Mpy coxpaHeHn HaCTPOEK, MPOUCXOAWT Nepesarnyck YCTpoiicTea 1 web-HTepdieiic KpaTKoBpeMeHHO
CTAHOBMUTCSI HEAOCTYMHbIM, & TaKXKe NPONyCcKaeT OANH OTBET Ha MUHT.

HeponycTvMo 1cnosnb3oBaTh OyHKLMOHaN "CTopox" COBMECTHO ¢ doyHKUMen "PacnucaHue” - B pefikux
CNyyasix 3T0 MOXET Bbl3BaTb OTK/IlOUEHWE paboTbl MOAY S JTIOTVKN.

7.3 7.3. [DKSF 59.2.3] "E-Mail" yBepgomneHnus.

Email-yBegomneHns otnpaBnsoTcsa Npu BO3HUKHOBEHMMW COGLITWIA, HANPUMEP, NPU U3MEHEHWUN COCTOSIHUS
pene nnu cpabaTtbiBaHUM «CTOPOXa». HacTponTb oTnpaBKy email-yBeoMIEHN A MOXHO NPOM3BECTU Ha
cTpaHuue «E-MAIL» Be6-nHTEpheiica ycTpolicTsa.

OEping

WuTennexTyanbHan posetka NetPing IP PDU PWR40

Tnassas Czopox E-mail Evpman

sure mns E-MATL

lopT SMTP cepeepa
Wnis nobsosaTen
Naponb.

O xoro (From:)
Komy (to:)

(Tipmsesims nmerern |

(Tecronsn ommpaeea e-mai |

+  Bxnountb oTnpaBky email-yBefOMAEHNI — BK/IHOUYEHME 1 BbIKNOUeHe email-yBegomneHuii.

* WNcnonb3oBatb SMTP-cepBep No ymonyaHnio — Ucnonb3oBaHne napameTpos no ymonyaHuo SMTP-
cepepa NetPing, koTopblii npegHasHayveH AN 6ecniaTHOro NCNob30BaHMA Ha YCTPOMCTBaxX
NetPing.

+ Apgpec SMTP-cepBepa — agpec No4YTOBOrO cepBepa NcxoasLieii noyTbl.
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+ [Mopt SMTP-cepBepa — nopT NOYTOBOrO cepeepa.

*  Wmsa nonb3oBatens — ums nosnb3osatens SMTP-cepsepa.

+ [Maponb — naposnb nonb3oBatens SMTP-cepeepa.

+ Ot koro (from:) — agpec oTnpaBuTens. Ecnv 3agaHo Msi yCTPOIACTBA, TO OHO GyaeT A06GaB/eHo B
nose From: No4YToBOro coo6LEHMS aBTOMATUYECKA B MOMEHT OoTnpaskuy. [10 yMon4aHuio: NycTo 1au B
cnyyae 1Cnosb30BaHNsA cepeepa no ymonyanuio — %sn%_%devicename%@smtp.netping.ru®, rae
%sn% — cepuiiHblii HOMEpP YCTpPOICcTBa, %devicename% — ums yCTpoicTBa.

+ Kowmy (to:) — agpec nonyyatens email-ysegomneHuii. 1o ymonyaHuio: nycTtasi CTpoka.

Mocne ycTaHOBKM NapaMeTpoB HaXMUTE KHOMKY «[MPUMEHUTb U3MEHEHUSA».

YCTPOWCTBO MOXET paboTaTb TO/IbKO C TEMW NOYTOBLIMY CEPBEPaMMU, KOTOPbIE NogaepxusaroT SMTP-
npotokon n metofapl ayteHtTudmkaumm AUTH PLAIN n AUTH LOGIN, a Takke meTog 6e3 ayTeHTudmkaumu.
Mpu 3TOM YCTPOINCTBO He MOXET nogaepxuatb SSL, TLS nnn apyroe wndposaHume.

B Temy kaxgoro email-yBeJoMNEHNS BKNIOYAETCSA CEPUIHBIA HOMEP, KOTOPbIA HY)XXEH A1 NpeaoTBpaLLeHUs
aBTOMAaTUYECKOr0 06beAMHEHNSI NOYTOBLIMI KiMeHTamm (B yacTHocTH, gmail.com’) coobLueHnii ¢
OAMHaKOBOW TEMOIA B LLEMOYKY, YTO HapyLLaeT BUANMMbIA NOPSA0K COOBLEHNIA B MAacCUBE BXOAALLEN NOYTbI U
3aTpyaHsIeT BOCNpuATME NOC/ef0oBaTe/lbHOCTM yBeAoMIeHWIA. Mpu o6aBNeHUN CEPUIHOIO HOMepa TeMa
CO06LLEHNS NOMyYaEeTCa YHUKa/TbHOW. Tema BbIrsguT cneayrwmym o6pasom:
5082025_PWR40@smtp.netping.ru #4119523b.

7.3.1 Owun6KM oTnpaBkn email-yBegomneHnii

Ecnu B npouecce coegnHeHnsi c SMTP-cepBepoM NPOUCXOAAT OLLIMOKK, TO OHU 3anucbiBatoTCS B XKypHan
yCTpoOicTBa 1 oTnpaensatTcs B SysLog.

7.3.1.1 HekoTopble oWwnbKKM, KOTOPble MOryT BO3HUKATbL Npu OTnpaske email-
yBeLOM/IEHUI:

sendmail: B otBeT Ha AUTH PLAIN nonydeHo 535 Incorrect authentication data — HeBepHble N0rMH/Naposb.

sendmail: coo6LeHre oTbpoLueHo, IP cepBepa Hen3BecTeH — HeusBecTeH IP-agpec cepeepa. Bo3mMoOXHO, HeT
cBsa3n ¢ DNS u He yaaeTcs BbINONHUTL Npeobpa3oBaHve MMeHu B IP-agpec.

6 http://smtp.netping.ru/
7 http://gmail.com/
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8 8. [DKSF 59.0.0.11] MpowwuBKa ycTpoiicTBa

8.1 O6HoBNeHne BCcTpoeHHoro MO ycTponcTea

OcylecTBnsietcs no npotokony TFTP. Ha npumepe ytunutsl TFPTf648:

8.1.1 MepeBop ycTpoiicTBa B peXxum ooHoBneHna NO
Bo3moxeH aByms criocobamu
1. OTKAOUNTL YCTPOICTBO OT CETU. 3axaTb KHOMKY Reset, nogxtounTb YCTPOICTBO K CETU NMUTaHWS,

Aepxatb KHONKy Reset 3axartoli He MeHee 5 cekyHf, HO He 6onee 10 cekyHa,

2. Ha ctpannue «HACTPOVIKW» kHonka «O6HoBNeHne MO».(HeaocTynHo 415 YCTPOICTB rae Bepeus
3arpysunka 1.0 - cMm. B web-uHTepdeiice Ha raBHON CTpaHuLE)

8.1.2 3arpy3ka npoLnBKN B YCTPOMCTBO

B gaHHOM pexume ecTb IBe 0COGEHHOCTN paboThl:

IP agpec ycTtaHaBnnBaeTcs B 3HadeHue no ymondyanumto: 192.168.0.100 / 24
Mpubop He paccoinaeT ARP naketsbl.

Takum 06pas3om, 4151 YCMELIHOM NPOLIMBKA HY)KHO COG/IIOCTU ABa YCOBUS:

VickntounTb HaslMumne B ceTu xocTa ¢ agpecom 192.168.0.100
3anycTnTb 6ecKoHeYHbI NuHr Ao agpeca 192.168.0.100 (Mpwum. gnst win: ping -t 192.168.0.100)

8 https://pjo2.github.io/tftpd64/
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CAWINDOWS\system32\cmd.

OTeeT oT 192. .9.188: 4yucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA=1Mc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OteeT oT 192.168.8.100: 4wucno BpeMA<lMc
OTeeT oT 192. .9.188: 4yucno BpeMA<lMc

[Janee, HeobxoAMMO HacTpouTb tftpd654 cnepytoLmm o6paszom:

8. [DKSF 59.0.0.11] Mpoluuska ycTpoiictea — 31



Netping, WIKI - (v1) NetPing PWR40, OnvicaHune BcTpoeHHoro MO

5 Ttpd6d by Ph. Jounin _ O v

Current Directory | Z:\Program Files\Titpd&4 -] Erowse
Server interfaceq |152_1 E5.85 251 Realtek P[ﬂ Show Drir

Tip Server  THp Client l DHCP zerver | Syzlog server ] Log viewer ]

Host 2 [182.168.0.100 Port |69 3

Local File ||::"-.L| zershdlekzeyhDownloadshapp Bt

Femaote File |

BickSze  [512 «| 4
_Get | P |5 Bk

Ahout | Settings | Help

1. Server interfaces — BblGpaTb ceTeBOI NHTepPdEC, CMOTPSILLMIA B CTOPOHY CETU C NPUGOpPOM.
2. Host — 192.168.0.100, agpec npnbopa B pexnme obHoBneHus MO.
3. Port — 69, nopT npnbopa, Ha KOTOPOM OH OXMAAET 3arpy3Ku NPOLLMBKN.

4. Block size — 512, pasamepa 6510ka npu nepeaaye NpoLINBKN.

5. Put — 3anycTuTb 3arpy3ky NpoLumMBkK. HaxaTb, korga npuéop 6yaeT HaxoanTcs B pexrme 06HOB/IEHUS
Mo.

B cnyuyae ycneLuHoi NpoLUBKA Bbl yBUAMTE ClieaytoLiee CoobLLeHMeE:

] y y y
B Ttpd32 e

./ i \.

435 blocks transferred in 10 seconds 0
block retransmittedMD5:
cB7baffhaaad4d99a6bdd482bccd448a

oK

Get TT Put 1 Ereak T

Ecnv nonbiTka 6blna He yCneLHoli HYy)XKHO MOBTOPUTbL NPOLEAYpPY, HaUMHAsA ¢ NepeBoja yCTPONCTBa B PEXNM
o6HoBneHusa Mo.

PekomMeHayeTcst HaxuMaTh Put TO/IbKO NoC/ie TOro, Kak YCTPOMCTBO HAa4as10 OTBeYaTb Ha KOMaHay ping.

PekoMeHAyeTCst OCyLLEeCTBNATL NPoLeaypy B paMKax OfHOI noacetu, 6e3 yyactus MapLupyTraropa.
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